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A Un-used Modules

Note. This option should ONLY be enabled if you know you are under a SYN
ficod attack as it will slow down ail new connections fram any iP address to
the server if triggered

o+ o1 [

SYNFLOOD RATE ~ 100/
SYNFLOOD. BURST - 130

C ion Limit Protection. This option confi i 10 offer more
protection from N0S attacks against specific pors It can also he used as a
weay to simply imit resource usage by IP address to specific server senvices
This option kmits the number of concurrent new connections per 1P address
that can be made to specific ports

This feature does not work on servers that do not have the iptables module
xt_connlimit loaded. Typically, this wiil be veith MONOLITHIC ketnels VPS
server admins should check with their VPS host provider that the iptables
module is included

For further mformation and syntax refer to the Connection Limi Protection
section of the csf readme.txt

Note: Run Jetc/csf/esftest.nl to check whether this option will function on
g server

CONNLINIT =

PortFlood F This option configs les o offer p

from DOS attacks against specific ports. This opton limits the number of
new connections per time interval that can be made to spectfic ports

This feature does not work on servers that do not have the iptables medule
ipt.recent loaded. Typically. this will be with MONOLITHIC kernels. VPS
server admins should check with their VPS host provider that the iptables
module is included

For further information and syntax re‘er to the Port Flood Protecticn
section of the caf readme.txt

Note: Run /etc/cst/csitest.pl to check whether this option wil function on
this sefver

PORTFLOGD - BIep20.580811cp:205
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Firewall - Zone Settings

The frewall reates zones over your network interfaces to control natwark traffic Row

General Seftings

Enable SYN-flood protection (@
Drop invalid pachets 3
Input  accept
Outpit  accept
Forward  reject
Routing/NAT Offloading

Expadmental fealuce Not fully compatible with GoS/SGM

Seftweara flow offioading

Zones

@ Software based offioading for routing/NAT

Zone = Forwardings Input Output Forward Masquerading

e accept accept accep V] =
1eject accept meject (V] &
vpu B avcept accapt acept [v] =
geest reject accept eject ) &
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Browse v Structure | [ SQL Search  #¢ Insert . Export 4 Impon * Privileges Operations Triggers.

- Cument selection does not contain a unique column, Grid edit, checkbox, Edit, Copy and Delete fealures are not available.

o Showing rows 0« 24 (1910 total, Query teok 0.0001 seconds.)

SELECT * FROM "z history_msgles

ine] [ Edit ] [ Explain SQL ][ Create PHP code ][ Re
I > »> | Numberofrows 25 % Filter rows. Sortby key:  None $

Options
iserid msg sendTime msgld
x301c3215ab565301a4610e513167509¢ (BLOB - 560 B] 0xe338092099¢cched2c516674014067123 0x19328704506bA9b36 7636047 27284492
Ix3blc3215ab5653b1adl0e513167509¢ [BLOB - 544 B) 0xe338092099ccbed2e5i60 74014467123 Lif 3a0d119d8
Ix3h1c3215ab565301a4610e513167509¢ [BLOB - 560 B] Oxo3: 7Ad14d67123 30c1084144a5a5 32caboie

xBbic3215ab5653b1adbi0e5i3167509¢ [BLOB -

I3bc3215a0565301a4610e513167509¢ (BLOB

x3bic3215ab5653biadbi0e513167509¢ (BLOB -
x3bic3215ab6653blad6i0e513167509¢ [BLOB -
1x3bic3215ab5653blad610e5(3167509¢ [BLOB -
1x3bfc3215ab5653bla46{0e513167509¢ [BLOB -

Ix3blc3215ab5653b1a4610051316750%¢ [BLOB

13ble3215ab5653blad610a513167508¢ [BLOB -
Ix3bic3215ab5653b1a46{00513167509¢ [BLOB -
Jx3blc3215ab5653ba46/0e513167509¢ [BLOB -

15aky 509¢ [BLOB -

N3bie3215ab565301a46100513167509¢ |BLOB

x3bic3215ab5653blat61005(3167509¢ [BLOB -
Ix3blc3215ab5653blad6i005(3167509¢ [BLOB -

Ix3bic3215ab5653biad6i0e513167509¢ (BLOB
Ix3ble3215ab565301a46/0e513167509¢ [BLOB
130ic3215ab565301a46{00513167509¢ (BLOB

3bie3215ab56530a461005(3167509¢ [BLOB -
W3bic3215ab5653blad4610e6{3167509¢ [BLOB -

Ix3e3215ab5653b1ad6t0e513167509¢ [BLOB

I3bfc3215ab5653bn461065(3167509¢ [BLOB -

Ix3bic3215ab565301ad 6106

3167500¢ [BLOB

1 ¢ > >> | Number of rows:

Rl SRR

544 B] 0xe338d92098ccbed2e6t6074df4d67(23
560 B] 0xe338d92099ccbed2e5!6e7AdI4 067123
560 B} 0x0338d92099ccbed2e51607 4487123
560 B] 0x0338092099cched2c5/6074d14d67123
560 B] 0xe338d92098ccbed2c516a74di4d67123
560 B] 0xe338492099ccbed2c5/6074014d67123

Ox81ebec3c7acibdb38b10111852420572
0x59a5309cbad0912783bb55002281db73
OxI959
Oxet787ecabd1 526329608 7665d8128215
Ox1dd106676¢c22617a19a7d1938eab6604
0x9afcaidtdd33ad05aldab5cB1h116328

a0cd9d

560 B 74dI4d67123 OxieO! 1723bc6122

560 B] Oxe338092099cched2c516074d4d67123 0x22bi32650d! 10de4811024de3/088840
560 8] 4dt4dd67123 0x72dad477ccH70e3b3b60bA1 734540499
560 B] 0xe338d92099ccbed2c56eTAdI4d67123 Ox5151a27e2¢29e0ada62483aach667486
560 B] dfdci6723 16c4515b115d
580 8] 0xe338092099ccbed 205160 7414067123 0x319401bc43b7ace8clal 467ec22aad0?
560 8] Oxed: Ad14d67123 0adtlo7708eb 37edb

560 B} 0xe338d92099ccbed2c5Be74dI4d67123
560 B] 0xe338d92039ccbed20516e74d4d67123

Oxab5/401b80440ale157922a79e205¢3
Oxe3aB71815d¢168317dBceaddOB298a0

560 8] 5t6074d4d67123

O 41d2502a08d

560 8] 2c516074d14d67123
560 B} (xe338d92099ccbed2c56e74014067123
560 B] d! Adtad67Eed
560 B] 0xe338092099¢ccbed2c5t6e74d14067123
560 8] Oxe 4dI4d67123

0xe7e9c67h510 5d9bdl
Oxitfblc084b773673a68561139650e618
0xd1491974eb560208eb784a941923bd55
0x79¢d0d4dal597a7¢d80895084edbec7?
0. 1 df 7244246481

544 B] 0x0338d92089ccbed2c5tBa74d467123

25 ¢ Fiiter rows

Ox92 1048387 1de2/15a77ed 180 7¢06¢c 14

Sort by key:  None
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